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By: Robert Daugherty, Director, Acquisition Career Management OSD & 4th Estate

Many of you are familiar with Lou Holtz, the former football player, coach, and analyst.
Holtz is the only college football coach to lead six different programs to bowl games and
the only coach to guide four different programs to the final top 20 rankings. He uses
three rules to guide his life, and I believe we could all benefit from practicing these rules
in our everyday lives.

Rule No. 1 ‐‐ Do right. "Just do the right thing," Holtz says. "We've all done dumb
things and wish we hadn't done them, but you can't go through life with an albatross
around your neck saying, 'I made a mistake.' Say you're sorry, make amends and move
on." Make sure the apology and the amends are heartfelt and “real”, and then move
forward with your life, learning from and adjusting with your mistakes.
He added: "I think it's wrong to be bitter. We all have a reason to be bitter. We've all had
injustices done to us by society, by a spouse, by a friend, but you can't go through life
being bitter. We're always blaming someone else. Wherever we are, it's because of the
choices we make." We all choose every day, how we approach the day and our life. Are
you someone who sees the glass half full (optimist), or half empty (pessimist)? Holtz
would say, be an optimist, and understand that bad things happen, and keeping a
positive attitude and outlook will go a long way to improving your life, and by extension,
your job performance.

Rule No. 2 ‐‐ Do everything to the best of your ability with the time allotted. Lou says:
"Not everybody will be an All‐American. Not everybody will be first team. Not everybody
will be great. But everybody can do the best they can with the time allotted." A former
colleague of mine used to say, “Bob, I have two hands, and eight hours, and you’ll get all
I can do with those two hands in those eight hours”. Apply yourself, realize we are all
contributing to a greater end state, and that each of us must contribute our best to
achieve that outcome. Additionally, we are employees of the taxpayer. Justify that
investment every day.

Rule No. 3 ‐‐ Finally, show people you care. I have seen this rule in action many times.
Lou is constantly asking people, "How can I help you? How can I assist you?" He means
it. He has a burning desire to help people. We should adapt the practice of serving
others. Be a mentor, be a coach, be of help. It will be appreciated, and be rewarded.
Pay it forward.

Source: http://www.harveymackay.com/lou‐holtzs‐3‐rules‐of‐life/
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2017 Call for Nominations
USD (AT&L) Defense Acquisition
Workforce Awards
The deadline to submit nomination packages for the 2017 USD(AT&L) Defense Acquisition
Workforce Awards is approaching. These prestigious awards were established to recognize
Acquisition professionals who exemplify excellence in the execution of Acquisition, leadership
principles, and workforce development. All nomination packages must be accompanied by the written
endorsement from the head of the Component or the Component Acquisition Executive. Award winners
will be honored in a ceremony at the Pentagon in December 2017 and their accomplishments will be
highlighted in a Pentagon display outside of the USD(AT&L)'s office. The four awards programs and
directions to apply are listed below. Additional details on the awards program including eligibility and
selection criteria, administrative procedures, and the application forms can be found on our website via the
following link: www.doddacm.mil/awards.html
Nominations must be submitted electronically by the suspense date to the appropriate point of contact
below:
The David Packard Excellence in Acquisition Award, which recognizes Department of Defense (DoD)
civilian and military teams who have, in their approach to program management, demonstrate innovation
and technical excellence in the acquisition of products and services to achieve more cost effective
acquisition outcomes for the Warfighter and the taxpayer.
Electronic Submission: packard_sc.award@dau.mil
Suspense Date: August 1, 2017
The Should Cost and Innovation Award, which recognizes organizations that have displayed outstanding
commitment and innovation pertaining to should cost management.
Electronic Submission: packard_sc.award@dau.mil
Suspense Date: August 1, 2017
The Defense Acquisition Workforce Individual Achievement Award, which recognizes excellence by
members of the Defense Acquisition Workforce in 17 functional categories.
Electronic Submission: awards@doddacm.mil
Suspense Date: July 6, 2017
The Defense Acquisition Workforce Development Innovation Award, which recognizes
Acquisition organizations that have demonstrated exceptional innovation in tackling workforce
development challenges.
Electronic Submission: awards@doddacm.mil
Suspense Date: July 6, 2017
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DAU Hosts Acquisition Training Symposium: The Future of
Defense Acquisition – Improvement from Within!
By: Bill Bahnmaier, President, DAU Alumni Association
The DAU symposium ‐ supported and co‐sponsored by the Alumni Association ‐ has come and gone.
By all measures, it was a great success. The theme of the event was: The Future of Defense
Acquisition – Improvement from Within!” and we had over 400 physical attendees at Fort Belvoir
and another 400 VTC and DCS attendees at the DAU Regions. Ratings of presentations in the after‐
symposium survey were higher on average by about 5 points from our previous very successful 2016
Symposium. I want to personally commend all symposium speakers and DAU coordinators for a job
well done. Although our scheduled keynote speaker had to cancel at the last minute, we were
fortunate to have Vice Admiral David C. Johnson, USN, the Principal Military Deputy to the Assistant
Secretary of the Navy for Research, Development and Acquisition available to give the keynote. He
gave an outstanding presentation where he described the Chief of Naval Operation’s vision and
guidance for how CNO’s office would become more involved in the acquisition process. Attendees
were also treated to a lively panel discussion in which industry representatives stated their views on
what was needed to make the acquisition process work better. Additionally, there were 14
classroom sessions which covered topical issues such as the latest policy on “should cost” and
“configuration management.”
Copies of slides and videos can be accessed at https://dauaa.org/2017‐symposium‐sessions/.
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The Department of Defense (DoD) Defense Acquisition Talent Management System (DATMS)
Configuration Control Board (CCB) met on Thursday April 27, 2017. The CCB functions as the
principle body to manage recommended changes to DATMS, to include supporting processes and
business rules. The primary mission of the CCB is to provide oversight for recommended changes
to DATMS in the form of prioritized requirements and implementation guidance to the DATMS
Program Manager to meet the needs of data providers (Components) and functional processes
within DoD. Many attendees attended in person and others participated via DCS and telephone.
The meeting focused on:
I.
II.

DATMS Current and Future State
DATMS Capabilities that will be released during this period of performance February 13, 2017
to February 12, 2018:
III. DAWIA Progress: features within the new DAWIA progress module were released recently:
• Phase 1 Release (1 June)
Dashboards
DAWIA Transcript
Certification Deficiency Email
• Phase 2 Release (7 June)
Employee Notes
Certification Training Status report

IV.
V.
VI.
VII.

Data Management
Fulfillment/Equivalency
Defense Acquisition Waiver Integration
System Change Request:
• Process
• Review System Change Requests that are complete and in‐progress

The goal of these DATMS modules are to communicate employee progress toward Certification,
Continuous Learning and Defense Acquisition Corps requirements; and to provide a holistic view of
employee’s acquisition accomplishments.
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DoD Acquisition Career Field Certification Facts and Not So Frequent Questions
Certification Facts: Here are some facts about certification that will answer most questions:
• Certification is only available for DoD employees, military and (APF) civilians assigned to an acquisition
coded position as well as select military officers whose career development will include assignment to
acquisition coded positions.
• Certification is not a qualification requirement for employment within the DoD. When noted on DoD job
announcements, it is viewed as a “quality ranking factor” not a “qualification factor”.
• All DoD personnel filling acquisition positions have 24 months to achieve the certification standards (career
field/path and level) assigned to the position.
• The 24 months starts the day you start work in an acquisition coded position either as a new hire to an
acquisition coded position or should your current position become coded as an acquisition.
• The 24 months starts again should the acquisition career field/path and/or level assigned to your position
change.
• Should you fail to be certified within 24 months, a position waiver must be executed in order for you to
remain in your position. This does not relieve an employee from the requirement to achieve certification.
• Certification standards cannot be waived.
• The requirement to be certified can NOT be waived only the 24 month period to attain the proper
certification can be waived.
• There is reciprocity among all DoD organizations with respect to acquisition career field certifications. If
you receive a certification from one DoD organization, it is recognized and accepted among all DoD
organizations so long as the certification was appropriately awarded.
• You must meet the standards in place for the career field/path and level at the time of application.
• Predecessor Courses ‐ Predecessor courses listed in the DAU catalog can be used as substitutes to meet
current certification training standards as well as current DAU course prerequisites. Predecessor courses
are NOT equivalent to the current course.
• Once certified – always certified.
• Certification in multiple career fields is encouraged at any time the workforce member meets the
requirements. In other words, workforce members can be certified in a career field other than the one
currently assigned as long as the standards for the certification being sought have been attained. First
priority should be to meeting current position requirements.
• Certification requirements and standards apply uniformly across DoD and are not be modified or
augmented by the DoD Components, Agencies or subordinate organizations.
• A certification does not substitute for a course prerequisite requirement.
• Certifications issued by federal (non DoD) organizations such as the Federal Acquisition Certifications (FAC)
and certifications issued by the Department of Homeland Security are not accepted within DoD although
the component parts may be transferable and applied to a DoD certification.
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DoD Acquisition Career Field Certification Facts and Not So Frequent Questions
The Not So Frequent Questions:
Q ‐ I met the training standards for my career field certification last year but I forgot to apply. The training
standards changed, can I still apply without meeting the new requirements?
A ‐ NO. You must meet the current standards at the time of application.
Q – How can I complete the training standards associated with my position?
A – There are only three (3) ways to meet training standards: complete a DAU course; complete a DAU
approved equivalent course; complete the training standard by exercising the DAU Fulfillment Program.
Q ‐ My certification standard requires a Continuous Learning module. I looked at it and it looks a lot like the
training course I took last year. Can I substitute the training course?
A – Some continuous learning modules are extracts of current DAU training courses. If your required
module is an extract it will be noted in the notes section of the course concept card here in the iCatalog and
YES in these cases, you can substitute the course for the module.
Q ‐ I am a support contractor working in a program office doing Life Cycle Logistics functions. How do I get
certified?
A ‐ At the present time, acquisition career field certifications within DoD are available only to DoD
employees (military and civilian) that are assigned to a position that has been coded as acquisition.
Q ‐ I have 30 years of experience in Systems Engineering while working on government program in Industry
plus a Masters in Electronic Engineering and a PhD in Engineering Systems. How do I get equivalency for
these towards certification?
A – Equivalency is not the term you want to reference as the DAU Equivalency Program applies only to
courses or programs that have been previously reviewed and approved by DAU at the request of the
provider. In this case, you are most likely interested in the DAU Fulfillment Program where your past
education, training and experience can be assessed by your organization against the competencies
associated with specific DAU courses. Please see the 4th Estate DACM user guide for more information on
fulfillment procedures.
Q ‐ My DAU transcript does not reflect my equivalent training and/or fulfillments. How do I go about getting
these posted in my training history so I can apply for certification?
A – It is your responsibility to follow your components instructions for having the information entered into
ATRRS, the system that stores your DAU training completions.
Q – Why doesn’t my record show that I am certified when I have met all DAU training standards for my
career field/path and level?
A – Certification is not automatic once you have completed the training standards. Training is only one
standard that must be met. All career fields/paths have an experience requirement and some have a formal
education requirement.
Q – I’m required to be certified at Level III for my position. Do I first have to be certified at Level I and II?
A – NO. You only need to meet the requirements of the Level assigned to your position. Keep in mind
however, that many course prerequisite requirements are built into the lower level certification standards.
Unless you have extensive experience outside of DoD acquisition positions, it makes sense to progress
through the lower levels.
Q ‐ I was certified in Contracting when I was with the Coast Guard. Is my certification still good?
A – YES for the Coast Guard NOT for DoD. The United States Coast Guard is part of the Department of
Homeland Security, not the Department of Defense.
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4th Estate Rotational Assignment Program
The 4th Estate Rotational Assignment program exists to provide for the career broadening and development for
the 4th Estate acquisition workforce.
Rotational assignments focus on experiential development designed to expand an individual's functional, cross‐
functional, and leadership abilities through on the job learning.

There are currently seven rotational assignments available:
Contract Planning and Cost‐Pricing Branch‐DISA, Ft. Meade, MD/Scott AFB, IL:
Responsible for identifying and resolving programmatic and contractual problems, and providing sound
business advice to the DITCOs, and Mission Partners.
Contract Policy and Compliance Rotation‐DISA, Ft. Meade, MD:
Responsible for developing and implementing standardized procurement policy for use by all contracting
offices.
4th Estate DACM Office, Ft. Belvoir, VA:
During this 4th Estate DACM rotation, individuals will have an opportunity to perform a combination of policy,
talent management, training, metrics related duties, such as researching and updating policies, interpreting and
analyzing policy of all levels; revising/ publishing local policy, supporting implementation of talent management
initiatives, develop metrics for training programs, participating and conducting internal reviews, facilitating and
coordinating local acquisition development training events and conducting special projects.
WHS AD E‐Business, Arlington, VA:
This assignment will provide e‐business WAWF/CORT Tool support to Washington Headquarters Services
Directorates, Office of the Secretary of Defense Components, and other 4th Estate customers. The candidate
will provide Group Administrator Support for over 200 Department of Defense Activity Account Codes
(DODAAC).
AD Policy (Quality and Strategic Initiatives)‐WHS, Arlington, VA:
This assignment supports the Quality and Strategic Initiatives (Q&SI) Division which is responsible for all
Contracting and Procurement related policy matters and all contract quality/compliance reviews including
Acquisition Workforce Development.
Internal Compliance Reviews ‐ Purchase Card Accounts‐WHS, Arlington, VA:
Gain in‐depth knowledge of the purchase card program and review accounts. Perform compliance reviews and
provide information to the appropriate managers.
Medical Acquisition, Program Management and Research Services‐‐Navy & Marine Corps, Ft. Detrick, MD:
This assignment supports activities associated with establishing and executing Program Office functions within
the Department of Navy (DoN) that is responsible for material development, adaptation, and transition of
medical solutions for the warfighter. This opportunity will prepare the participant to engage at a Program
Officer level in all aspects of systems development.
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New 4th Estate Leadership Courses Available
for Acquisition Workforce Members
Below is the current 2017 4th Estate Leadership and Talent Management Course
schedule. These courses are available for registration in ACQTAS. Please note that
the seats are restricted to coded acquisition workforce members only. The course
tuition will be funded centrally by the 4th Estate DACM Office. Travel costs for the
courses in July through September must be agency funded. The 4th Estate DACM
Office will fund travel in FY18 based on the availability of funds. A brief
description, including the goal of each leadership program appears below the
schedule. The column on the right shows the number of open seats in the course
as of June 7. Acquisition workforce members who desire leadership training
should be encouraged to apply.

Course ID Cls

Start Date

End Date

Reservation Cut Off

TM 101 004 8/14/2017 8/15/2017 Sunday, 7/16/2017

Location

FY

Open Seats

Atlanta, GA

2017

19

AF201

001 8/15/2017 8/17/2017 Tuesday, 8/1/2017

Fort Belvoir, VA 2017

13

ALCP I

055 8/21/2017 8/23/2017

Alexandria, VA

2017

23

ALCP II

072 8/23/2017 8/25/2017 Tuesday, 7/11/2017

Alexandria, VA

2017

4

ALCP I

004 10/30/2017 11/1/2017 Monday, 9/25/2017

Alexandria, VA

2018

29

Alexandria, VA

2018

9

Sunday, 7/9/2017

ALCP III 001 11/6/2017 11/8/2017 Sunday, 9/17/2017

TM 101 001 11/28/2017 11/29/2017

Monday,
10/30/2017

Alexandria, VA

2018

23

ALCP II

003 12/4/2017 12/6/2017

Monday,
10/30/2017

Richmond, VA

2018

29

EI 101

001 12/11/2017 12/12/2017 Friday, 11/17/2017

Richmond, VA

2018

20
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ALCP I focuses on individuals, with emphasis on who they are and their behavioral preferences. It presents a
model for understanding the dynamics of leadership and facilitates participant understanding of how results
from psychological instruments indicate the participant’s approach to leadership challenges in a variety of
scenarios. The unique challenges of change, decision making, and conflict resolution in the acquisition
workforce are addressed. The topics discussed and instruments used in ALCP I include Emotional
Intelligence, Change Style Indicator, Myers‐Briggs Type Indicator, Thomas‐Kilman Instrument, Decision Style
Profile, Leading Diverse Generations, and the Fundamental Interpersonal Relationship Orientation–Behavior.
ALCP II is geared toward supervisors and team leads. It focuses on the major challenges for new
organizational leaders, especially how to incorporate individual talents into a cohesive workforce. The goal of
ALCP II is to increase the participant’s understanding and appreciation of different cultures and to promote a
willingness to build intrinsic and extrinsic value in their organization. The seminar will help prepare
individuals for developing and implementing coherent strategies to lead organizational transformation in
joint, interagency, multinational, and cross‐cultural environments. ALCP II addresses the topics covered in
ALCP I and also facilitates a 360‐degree feedback questionnaire for all students.

ALCP III offers an opportunity for further sequential development of leadership skills in areas not included
in ALCP I or II. It focuses on mentoring, coaching, and feedback skill development. The program also instructs
individuals on how to measure and assess their decision making style, and how to create work engagement
profiles. Participants in ALCP III receive instruction on specific goal setting, an analysis of individual
integrated self‐assessment results, and an examination of improvements made in their leadership style and
effectiveness as measured by the Campbell Leadership Index (360). ALCP III aims to help those who must
coach, mentor others, and/or set a vision and strategies for the organization.
The Talent Management (TM 101) seminar provides an understanding of, and steps for implementing,
effective talent management to create an environment for success in any organization. Participants will gain
insight into the need for accountability, the means of leveraging diversity of thought, the best ways to
develop others, and the art of mentoring and planning for succession.
Participants in the Engagement & Influence (EI 101) course will learn the common factors affecting
employee engagement, identify how interdependence drives employee engagement, and discover the
impact that both have on team cohesion and effectiveness. By reflecting on their individual level of
engagement, participants will understand how their personal contributions enhance or detract from the
dynamics of the team and organizational climate. Additionally, increased self‐awareness will shift
participants’ focus to greater mission effectiveness and efficiency, enabling them to articulate individual
behavioral changes that will revitalize and deepen their workplace engagement.
Already taken The Effective Facilitator? Ready to move to the next level? In this exciting follow‐on, learn new
facilitating techniques, receive expert feedback, and get more practice, practice, practice in the Advanced
Facilitator (AF 201) course. Take your expertise to the next level and enhance your ability to create a vision
that motivates people to action, engage groups in developing solutions, and generate ownership that leads
to results. With three intense exercises and immediate instructor feedback, this course accelerates you to
the next level in facilitation.
These courses are excellent development opportunities for acquisition workforce members in the 4th Estate.
Additional information about them and other 4th Estate centralized programs can be found on our website
at www.doddacm.mil under the “Talent Management” section. If you have any questions concerning any of
these programs, please feel free to contact aaron.hutson@doddacm.mil or hina.munir@doddacm.mil.
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By: Kimberly Duncan, Washington Headquarters Services

Defense Civilian Emerging Leader Program (DCELP) applications are due July 1, 2017.
Defense Senior Leadership Development Program (DSLDP) applications are due July 15, 2017.
Please make sure to use the new applications on the SharePoint sites noted below and send them
to WHS.HRD.IOD@mail.mil by the appropriate deadline!
Good news for any GS 7‐12s who are interested in become a leader in the Department! DCELP will
be having two cohorts next year. Cohort 7 is for the three functional communities: Financial
Management (500 series), Acquisition and Human Resources job series. Cohort 7 will run from
January ‐ May 2018. Cohort 8 is open to ALL GS 7‐12s! No job series requirement for this one. This
cohort will run from June‐September 2018. It is an exciting opportunity for our 4th Estate GS 7‐12s
that haven't had this opportunity before. For those interested in Cohort 8, they should check the
OTHER box in the Occupational Community area and type their 4‐digit job series code in the space
provided. The application and more information can be found at
https://whsportal.osd.mil/HRD/LDD/SitePages/DCELP.aspx. Decision notifications will happen in
early September 2017.
DSLDP is open to high‐performing GS‐14s and 15s who have a strong desire to be leaders in the
Department. It is a two year program that includes attending one of the military schools. While
applicants do get to list their school preferences, ultimately the DoD Executive Board selects the
school. This may require participants to go to a school outside their local commuting area. Travel
costs are covered by the organization of the participant and will include lodging for the school year.
Participants are full time in this program and the expectation is they are not performing their
current job duties while participating. Supervisors need to be aware of this. The application and
more information can be found at https://whsportal.osd.mil/HRD/LDD/SitePages/DSLDP.aspx.
Decision notifications will happen in late November 2017.
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FY18 DAU Schedule
The DAU FY18 schedule went live on June 6, 2017, here are some useful tips to ensure the 4th Estate is
meeting their training demand this fiscal year:

Early Registration Benefits
• Saves Travel Funds: Students can select from a greater number of local classes that have NO associated
travel costs, or classes with lower travel costs.
• Flexibility/ Convenience: Students have more classes to choose from which allows them to better meet
their training needs at convenient times throughout the FY.
• Meeting Demand: Priority 1 students have the ability to reserve seats in required training in order to
meet Certification deadlines.

Quota Manager Best Practices
• Multiple Waits: Employees can and should make multiple waits when they cannot obtain a reservation. A
student can make as many waits as they want for any course. “Rolled waits” do NOT count against 4th
Estate’s CAP.
• Fill Onsites First: If your agency has an onsite on the schedule, fill it first. Quotas are assigned to these
classes and the quotas must be used. Be sure to fill onsite classes prior to class Roll Dates. Once Roll
Dates are reached, your Agency will lose seats to other Agencies and to the Services.
o If the course is not full by the open enrollment window (typically 60 days before the class start
date) then the 4th Estate loses CAP. Poor enrollment in onsite offerings affects everyone in the 4th
Estate, not just the Agencies hosting the onsites.
• Make reservations for actual students; do not “Place Hold” with the intent to substitute.
o This unsanctioned practice removes necessary quotas in potentially CELs for other high priority
students.
• Early Cancellations: Quota Managers, please monitor Cancellation Requests on a regular basis. Another
student should be substituted into the reservation if one is available, and if not, the Quota Manager can
reach out to the DOD DACM Quota Manager to see if another 4th Estate student can utilize this seat.
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Managing Travel Expenses
Defense Acquisition Workforce Development Fund (DAWDF) budget impacts are currently in full
force, but managing travel expenses is a best practice for individuals all year long. As we have
learned this year, funding is a privilege not a right; we should always conduct business without the
expectation of an unlimited funding source. Travelers and agencies alike are responsible for careful
travel spending.
Here are suggestions on how to assist with managing travel expenses:
• Attend local classes at every opportunity.
‐ Be aware of walk‐in options
• Utilize GOVs when available.
‐ Carpool at every opportunity
• Driving a POV or GOV is always less expensive than flying! Choose locations that are close
enough to drive, whenever possible.
‐ Generally, driving home on the weekends is more cost effective than lodging.
• Utilize BOQs as much as possible.
• Connect with individuals from your agency who are traveling to the same class.
‐ Individuals from the same agency should attempt to lodge near each other; traveling in
groups is a good safety‐first practice.
• Individuals from the same agency should always share rental cars.
• Cost compare individuals who wish to travel home on the weekends
Remember, the more cost‐effective each travel authorization, the more travel authorizations we
will be able to fund.
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Getting to Know the Defense Acquisition Talent Management System (DATMS): Career Development Module

DATMS, released in October 2015, is a career development/workforce management tool, which includes
the following modules:
•
•
•
•

Career Development
Certification
Continuous Learning
Defense Acquisition Corps (DAC)

The newest module, Career Development, provides 4th Estate Agency civilians with a systematic
approach to evaluating and effectively aligning occupational competencies with mission and job
requirements throughout the human capital lifecycle – Requirements  Assessment  Strategy 
Evaluation.
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After navigating to the Career Development module, a drop‐down provides several options:
Dashboard – provides employee information (agency, position, desired position); short‐ and long‐term
career goals; competencies and assessment ratings; status of current assessment; and supervisor and
mentor(s) names.
Career Path Finder – allows an employee to use his/her current and projected competencies in a
progressive sequential approach to career development. Results of searches filtered on career, position,
or an employee’s name display the competency requirements of the selection position against an
employee’s assessed rating and calculates the gap. Identification of these competency gaps help
employees decide which competencies are most critical to focus on to ensure achievement of their
career goals
Development Plan – displays the status of an employee’s current Career Development Plan (CDP).
Employees takes ownership of their CDP by adding competencies, selecting tasks, and identifying
strategies to help ensure achievement of higher competency levels.
Assessments – displays the status of current submitted assessments, including both required and
optional competencies along with the ability for employees to select and/or de‐select assessable
competencies.
Competency Catalogs – include current standards, e.g., acquisition workforce career field competencies,
Office of Personnel Management (OPM), etc., which can be customized at the agency level.
In addition to providing competency management tools to employees, the Career Development module
also offers agency leadership a strategic approach to evaluate and effectively align occupational
competencies with mission and job requirements of their employees. Specifically, the Career
Development module provides each leadership with functionality to
•
•
•
•
•

Establish competency requirements by position.
Enable employees and their supervisors to collaborate on competency assessments.
Identify potential competency deficiencies.
Aggregate deficiency statistics to allow for gap closure strategies.
Provide employees a toll to track competency progress via a Development Plan.
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WHAT’S NEW IN DATMS?
(Defense Acquisition Talent Management System)

USER MANAGEMENT
1

2

REVIEW PROFILES & CAREER BRIEFS & ADD ADMINISTRATIVE NOTES

Navigate to Manage Agency | System/User Management

Enter employee’s name
or email and click Search.

3

Select the employee’s name.

Career Managers have
new User Management
functionality to review
their employees’ profiles,
Career Briefs, and add
administrative notes that
will be visible to Agency
Career Managers, Agency
Administrators, and the
DACM.
Good to Know…To ensure accurate
data entry, drop‐down menus are
indicated by the (
) icon, while
non‐editable fields are indicated by
the lock icon (
).

4

From the User Management/Administration screen, access (a) Record Notes; (b) review
employee’s profile; or (c) employee’s Career Brief.

Good to Know …
Record Notes can
be up to 500
characters.
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WHAT’S NEW IN DATMS?
(Defense Acquisition Talent Management System)

NEW REPORT

CERTIFICATION TRAINING STATUS REPORT

The Certification Training Status Report enables Career Managers to view employees’ progress toward completing the
training requirements for career field certification. It identifies employees who have not been certified to the level
required of their position.

1

2
3

For employees who have not met their
certification requirement, the report
indicates via color coding:
 AMBER: Employees who are in the 24
month certification grade period
 RED: Employees who are past the
certification due date.
In addition, the report indicates an
employee’s individual course completion
status:
 GREEN: Completed
 AMBER: Scheduled
 RED: Not Completed/Scheduled
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Contracting (CON) 090 Federal Acquisition Regulation Fundamentals
Required for All New Hires to the Contracting Career Field
By: Robert Daugherty, 4th Estate DACM
My office has received a number of recent inquiries regarding the requirement to take the Contracting (CON) 090
course, “Federal Acquisition Regulation (FAR) Fundamentals,” if hired into a level two or three Contracting position.
The purpose of this message is to reiterate the requirement and Functional Leader’s intent for the CON 090 course.
Every new hire into the contracting career field is required to take CON 090, regardless of the certification level
required for the position the individual was hired into.
CON 090 is the foundational learning asset in the contracting career field and was developed and deployed in mid‐2009
to address competency and skill gaps in the workforce. There was a universal recognition by the DoD contracting
senior leaders that a FAR fundamentals class was urgently needed. The decision to make CON 090 a mandatory
resident course for all new hire contracting professionals was made purposely and with great thought.
The current Functional Leader, Ms. Grady, as well as the previous Functional Leaders (RADM Coetzee, Mr. Ginman, Mr.
Assad), have been explicit that every new hire into the contracting career field is required to take CON 090, regardless
of the required certification level for the position. This is particularly significant if the new hire has no previous
equivalent training.
CON 090 serves as the prerequisite for a number of other courses for members of the contracting career field including
CON 121 and CON 170. CON 090 must be completed prior to attendance. My office will be monitoring prerequisite
reports to ensure that this policy is followed.

2017 DoD‐Allied Nations Technical Corrosion Conference
Do not miss this unique opportunity to attend the 2017 DoD‐Allied Nations Technical Corrosion Conference that
addresses the impact and mitigation of corrosion on the United States, all allies, as well as other partner nations.
The primary objective of this conference is to facilitate the exchange of information, ideas and capabilities between
all members of the DoD Corrosion Community and our allied nations’ corrosion prevention and control
organizations. The conference features technical information sessions, focused tracks, and achievement awards over
the four‐day conference. The technical content includes briefings encompassing corrosion planning, training, test
facilities and other capabilities. Additionally, a limited number of attendees will have the opportunity to participate
in a technical tour of Anniston Army Depot. "Introduction to Basic Corrosion and Its Prevention" and "Fundamentals
of Coatings" training courses will be available on Sunday, Aug 6, 2017.
Special briefings for the Allied representatives include the results of the 2013 NATO corrosion seminar; corrosion
training courses available to our Allies; details of a newly implemented Corrosion Planning and Control Specification
that strengthens our participation in the system acquisition process; and a description of our natural outdoor
exposure testing program’s unique facility features, recent test results, and the process for using these facilities.
You can find much more detailed information ‐ including the full schedule of events ‐ at the website listed here:
www.dodcorrcon.org
Don't wait to register ‐ early registration discount ends 30 June 2017!
We can't wait to see you there!
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DAU – Celebrating a Legacy
of Defense Acquisition Training
DAU History
Aug. 1992, DAU consisted of 20 people occupying rented office space. Today, the university employs more
than 600 individuals and is responsible for training over 150,000 men and women supporting America’s
warfighters.
DAU was created as a result of critical necessity, identified in high‐level studies and legislation, for
providing the Department of Defense Acquisition, Technology and Logistics workforce with a professional
career path and consistency of training content and opportunity.
Happy 25th Anniversary, DAU!

Effective October 1st, Business Cost Estimating Functional Leader Changes
Years of Experience Requirement to Six Years
On May 17, 2017, Dr. Nancy Spruill, Functional Leader for Business announced that she was adjusting the
certification requirement for Level III in Business, Cost Estimating. She adjusted the years of experience
requirement, lowering the requirement to six years from seven years. In addition, five of the six years must be in
cost estimating. This change will be effective on October 1, 2017. View the official memorandum.

We Welcome Your Comments & Ideas
As always, we welcome your feedback. To submit article ideas, suggestions or
comments please contact our communications director and newsletter editor, Aaron
Hutson, at aaron.hutson@doddacm.mil. The deadline to submit articles for the
September 2017 issue of the 4th Estate DACM newsletter is August 18.

Student Support
If you have training and development questions, always begin with your agency
training or quota management point of contact—typically located in your training,
human resources, or acquisition offices—for agency‐specific guidance.
DATMS/ACQTAS Help Desk (for registration or ACQTAS issues) 703‐645‐0161 or
datmshelp@asmr.com. Hours of Operation: 7:30 a.m. to 5:30 p.m., EST.
ACQTAS Travel Technician, 703‐645‐0161 (commercial), 703‐645‐0432 (fax), or
ACQTAStravel@asmr.com.
DAU Student Services (general information and questions about welcome messages)
student.services@dau.mil, 703‐805‐3003/DSN 655‐3003, or toll‐free 888‐284‐4906.
DAU Virtual Campus Help Desk (questions on distance learning courses and
continuous learning modules) dauhelp@dau.mil, 703‐805‐3459, or toll‐free 866‐
568‐6924/DSN 655‐3459 (choose option 1).
We hope you find this newsletter informative. Let’s collectively commit to
providing outstanding support to our 4th Estate Defense Acquisition Workforce.
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252.204‐7012 Safeguarding Covered Defense Information
and Cyber Incident Reporting
In October 2016, the Defense Federal Acquisition Regulation Supplement (DFARS) was updated to include the
"Safeguarding Covered Defense Information and Cyber Incident Reporting" clause. For your convenience, the actual
clause language is below and comprises the following pages.
As prescribed in 204.7304(c), use the following clause:
SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING (OCT 2016)
(a) Definitions. As used in this clause—
“Adequate security” means protective measures that are commensurate with the consequences and probability of loss,
misuse, or unauthorized access to, or modification of information.
“Compromise” means disclosure of information to unauthorized persons, or a violation of the security policy of a
system, in which unauthorized intentional or unintentional disclosure, modification, destruction, or loss of an object, or
the copying of information to unauthorized media may have occurred.
“Contractor attributional/proprietary information” means information that identifies the contractor(s), whether directly
or indirectly, by the grouping of information that can be traced back to the contractor(s) (e.g., program description,
facility locations), personally identifiable information, as well as trade secrets, commercial or financial information, or
other commercially sensitive information that is not customarily shared outside of the company.
“Controlled technical information” means technical information with military or space application that is subject to
controls on the access, use, reproduction, modification, performance, display, release, disclosure, or dissemination.
Controlled technical information would meet the criteria, if disseminated, for distribution statements B through F using
the criteria set forth in DoD Instruction 5230.24, Distribution Statements on Technical Documents. The term does not
include information that is lawfully publicly available without restrictions.
“Covered contractor information system” means an unclassified information system that is owned, or operated by or
for, a contractor and that processes, stores, or transmits covered defense information.
“Covered defense information” means unclassified controlled technical information or other information, as described
in the Controlled Unclassified Information (CUI) Registry at http://www.archives.gov/cui/registry/category‐list.html,
that requires safeguarding or dissemination controls pursuant to and consistent with law, regulations, and Government‐
wide policies, and is—
(1) Marked or otherwise identified in the contract, task order, or delivery order and provided to the contractor by
or on behalf of DoD in support of the performance of the contract; or
(2) Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in support of the
performance of the contract.
“Cyber incident” means actions taken through the use of computer networks that result in a compromise or an actual
or potentially adverse effect on an information system and/or the information residing therein.
“Forensic analysis” means the practice of gathering, retaining, and analyzing computer‐related data for investigative
purposes in a manner that maintains the integrity of the data.
“Information system” means a discrete set of information resources organized for the collection, processing,
maintenance, use, sharing, dissemination, or disposition of information.
“Malicious software” means computer software or firmware intended to perform an unauthorized process that will
have adverse impact on the confidentiality, integrity, or availability of an information system. This definition includes a
virus, worm, Trojan horse, or other code‐based entity that infects a host, as well as spyware and some forms of adware.
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“Media” means physical devices or writing surfaces including, but is not limited to, magnetic tapes, optical disks,
magnetic disks, large‐scale integration memory chips, and printouts onto which covered defense information is
recorded, stored, or printed within a covered contractor information system.
‘‘Operationally critical support’’ means supplies or services designated by the Government as critical for airlift, sealift,
intermodal transportation services, or logistical support that is essential to the mobilization, deployment, or
sustainment of the Armed Forces in a contingency operation.
“Rapidly report” means within 72 hours of discovery of any cyber incident.
“Technical information” means technical data or computer software, as those terms are defined in the clause at
DFARS 252.227‐7013, Rights in Technical Data—Noncommercial Items, regardless of whether or not the clause is
incorporated in this solicitation or contract. Examples of technical information include research and engineering data,
engineering drawings, and associated lists, specifications, standards, process sheets, manuals, technical reports,
technical orders, catalog‐item identifications, data sets, studies and analyses and related information, and computer
software executable code and source code.
(b) Adequate security. The Contractor shall provide adequate security on all covered contractor information
systems. To provide adequate security, the Contractor shall implement, at a minimum, the following information
security protections:
(1) For covered contractor information systems that are part of an Information Technology (IT) service or system
operated on behalf of the Government, the following security requirements apply:
(i) Cloud computing services shall be subject to the security requirements specified in the clause 252.239‐
7010, Cloud Computing Services, of this contract.
(ii) Any other such IT service or system (i.e., other than cloud computing) shall be subject to the security
requirements specified elsewhere in this contract.
(2) For covered contractor information systems that are not part of an IT service or system operated on behalf of
the Government and therefore are not subject to the security requirement specified at paragraph (b)(1) of this clause,
the following security requirements apply:
(i) Except as provided in paragraph (b)(2)(ii) of this clause, the covered contractor information system shall
be subject to the security requirements in National Institute of Standards and Technology (NIST) Special Publication (SP)
800‐171, “Protecting Controlled Unclassified Information in Nonfederal Information Systems and Organizations”
(available via the internet at http://dx.doi.org/10.6028/NIST.SP.800‐171) in effect at the time the solicitation is issued
or as authorized by the Contracting Officer.
(ii)(A) The Contractor shall implement NIST SP 800‐171, as soon as practical, but not later than December 31, 2017. For
all contracts awarded prior to October 1, 2017, the Contractor shall notify the DoD Chief Information Officer (CIO), via
email at osd.dibcsia@mail.mil, within 30 days of contract award, of any security requirements specified by NIST SP 800‐
171 not implemented at the time of contract award.
(B) The Contractor shall submit requests to vary from NIST SP 800‐171 in writing to the Contracting
Officer, for consideration by the DoD CIO. The Contractor need not implement any security requirement adjudicated by
an authorized representative of the DoD CIO to be nonapplicable or to have an alternative, but equally effective,
security measure that may be implemented in its place.
(C) If the DoD CIO has previously adjudicated the contractor’s requests indicating that a requirement is
not applicable or that an alternative security measure is equally effective, a copy of that approval shall be provided to
the Contracting Officer when requesting its recognition under this contract.
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(D) If the Contractor intends to use an external cloud service provider to store, process, or transmit any
covered defense information in performance of this contract, the Contractor shall require and ensure that the cloud
service provider meets security requirements equivalent to those established by the Government for the Federal Risk
and Authorization Management Program (FedRAMP) Moderate baseline
(https://www.fedramp.gov/resources/documents/) and that the cloud service provider complies with requirements in
paragraphs (c) through (g) of this clause for cyber incident reporting, malicious software, media preservation and
protection, access to additional information and equipment necessary for forensic analysis, and cyber incident damage
assessment.
(3) Apply other information systems security measures when the Contractor reasonably determines that
information systems security measures, in addition to those identified in paragraphs (b)(1) and (2) of this clause, may be
required to provide adequate security in a dynamic environment or to accommodate special circumstances (e.g.,
medical devices) and any individual, isolated, or temporary deficiencies based on an assessed risk or vulnerability. These
measures may be addressed in a system security plan.
(c) Cyber incident reporting requirement.
(1) When the Contractor discovers a cyber incident that affects a covered contractor information system or the
covered defense information residing therein, or that affects the contractor’s ability to perform the requirements of the
contract that are designated as operationally critical support and identified in the contract, the Contractor shall—
(i) Conduct a review for evidence of compromise of covered defense information, including, but not limited
to, identifying compromised computers, servers, specific data, and user accounts. This review shall also include
analyzing covered contractor information system(s) that were part of the cyber incident, as well as other information
systems on the Contractor’s network(s), that may have been accessed as a result of the incident in order to identify
compromised covered defense information, or that affect the Contractor’s ability to provide operationally critical
support; and
(ii) Rapidly report cyber incidents to DoD at http://dibnet.dod.mil.
(2) Cyber incident report. The cyber incident report shall be treated as information created by or for DoD and
shall include, at a minimum, the required elements at http://dibnet.dod.mil.
(3) Medium assurance certificate requirement. In order to report cyber incidents in accordance with this clause,
the Contractor or subcontractor shall have or acquire a DoD‐approved medium assurance certificate to report cyber
incidents. For information on obtaining a DoD‐approved medium assurance certificate,
see http://iase.disa.mil/pki/eca/Pages/index.aspx.
(d) Malicious software. When the Contractor or subcontractors discover and isolate malicious software in connection
with a reported cyber incident, submit the malicious software to DoD Cyber Crime Center (DC3) in accordance with
instructions provided by DC3 or the Contracting Officer. Do not send the malicious software to the Contracting Officer.
(e) Media preservation and protection. When a Contractor discovers a cyber incident has occurred, the Contractor
shall preserve and protect images of all known affected information systems identified in paragraph (c)(1)(i) of this
clause and all relevant monitoring/packet capture data for at least 90 days from the submission of the cyber incident
report to allow DoD to request the media or decline interest.
(f) Access to additional information or equipment necessary for forensic analysis. Upon request by DoD, the
Contractor shall provide DoD with access to additional information or equipment that is necessary to conduct a forensic
analysis.
(g) Cyber incident damage assessment activities. If DoD elects to conduct a damage assessment, the Contracting
Officer will request that the Contractor provide all of the damage assessment information gathered in accordance with
paragraph (e) of this clause.
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(h) DoD safeguarding and use of contractor attributional/proprietary information. The Government shall protect
against the unauthorized use or release of information obtained from the contractor (or derived from information
obtained from the contractor) under this clause that includes contractor attributional/proprietary information,
including such information submitted in accordance with paragraph (c). To the maximum extent practicable, the
Contractor shall identify and mark attributional/proprietary information. In making an authorized release of such
information, the Government will implement appropriate procedures to minimize the contractor
attributional/proprietary information that is included in such authorized release, seeking to include only that
information that is necessary for the authorized purpose(s) for which the information is being released.
(i) Use and release of contractor attributional/proprietary information not created by or for DoD. Information that is
obtained from the contractor (or derived from information obtained from the contractor) under this clause that is not
created by or for DoD is authorized to be released outside of DoD—
(1) To entities with missions that may be affected by such information;
(2) To entities that may be called upon to assist in the diagnosis, detection, or mitigation of cyber incidents;
(3) To Government entities that conduct counterintelligence or law enforcement investigations;
(4) For national security purposes, including cyber situational awareness and defense purposes (including with
Defense Industrial Base (DIB) participants in the program at 32 CFR part 236); or
(5) To a support services contractor (“recipient”) that is directly supporting Government activities under a
contract that includes the clause at 252.204‐7009, Limitations on the Use or Disclosure of Third‐Party Contractor
Reported Cyber Incident Information.
(j) Use and release of contractor attributional/proprietary information created by or for DoD. Information that is
obtained from the contractor (or derived from information obtained from the contractor) under this clause that is
created by or for DoD (including the information submitted pursuant to paragraph (c) of this clause) is authorized to be
used and released outside of DoD for purposes and activities authorized by paragraph (i) of this clause, and for any
other lawful Government purpose or activity, subject to all applicable statutory, regulatory, and policy based
restrictions on the Government’s use and release of such information.
(k) The Contractor shall conduct activities under this clause in accordance with applicable laws and regulations on
the interception, monitoring, access, use, and disclosure of electronic communications and data.
(l) Other safeguarding or reporting requirements. The safeguarding and cyber incident reporting required by this
clause in no way abrogates the Contractor’s responsibility for other safeguarding or cyber incident reporting pertaining
to its unclassified information systems as required by other applicable clauses of this contract, or as a result of other
applicable U.S. Government statutory or regulatory requirements.
(m) Subcontracts. The Contractor shall—
(1) Include this clause, including this paragraph (m), in subcontracts, or similar contractual instruments, for
operationally critical support, or for which subcontract performance will involve covered defense information, including
subcontracts for commercial items, without alteration, except to identify the parties. The Contractor shall determine if
the information required for subcontractor performance retains its identity as covered defense information and will
require protection under this clause, and, if necessary, consult with the Contracting Officer; and
(2) Require subcontractors to—
(i) Notify the prime Contractor (or next higher‐tier subcontractor) when submitting a request to vary from a
NIST SP 800‐171 security requirement to the Contracting Officer, in accordance with paragraph (b)(2)(ii)(B) of this
clause; and
(ii) Provide the incident report number, automatically assigned by DoD, to the prime Contractor (or next
higher‐tier subcontractor) as soon as practicable, when reporting a cyber incident to DoD as required in paragraph (c) of
this clause.
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